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ASSESSMENT METHODS OF FUNCTIONAL STABILITY
OF WIRELESS SENSOR NETWORKS

The paper examines the basic requirements and criteria for functionally stable complex systems,
including for wireless sensor networks. The mathematical model of a functionally stable wireless sensor
network based on the network connectivity, useful bandwidth of its elements, reliability of data transmission,
and power consumption during the transmission process is improved. The selected criteria of functional
stability and the system of permissible restrictions for wireless sensor networks are substantiated.
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METOJU OIIHKHU ®YHKIIOHAJIBHO CTIMKOI BE3POTOBOI
CEHCOPHOI MEPEXI

Y pobomi docnidaceno ocnosui eumoeu ma kpumepii 05t (PYHKYIOHANbHO CIIUKUX CKAAOHUX CUCTEM, 8
momy uucui 0 6e30pOmMOBUX CEHCOPHUX MepediC. YOOCKOHANEHO MAmeMamuyHy mooeib (DYHKYIOHAIbHO
Cmitikoi 6e30pomoBoi CEeHCOPHOT MepediCi, 8 OCHOBI AKOI 1edcamb NOKAZHUKU 36'I3HOCMI MepediCi, KOPUCHY
NPONYCKHY 30amHicmb il elemenmis, HaoiuHicms nepedadi OaHux, eHepeosumpam npu 30iUCHEeHHI npoyecy
nepedaui. OOTpyHmMosano obpaui Kpumepii GYHKYIOHATLHOI CMITIKOCMI, a MAKONC cucmemy OONYCHUMUX
obmedxcensb 011 Oe30pOmoUX CeHCOPHUX Mepedic. Badxciusum nanpsamxom nodansuiux 00CaioxHceHb meopii
@ynxyionanvuoi cmitikocmi BCM e inmezpayis Hoeux po3pobox mexnonozii 6e30pomosoi nepeoaui
inhopmayii ma 3a60anb iX GNPOBAONCEHHS, SKI GUHUKAIOMb, GKITIOYHO 3 HEOOXIOHICMIO OOMPUMAHHSL
cmanoapmis KOHQIOeHYiliHocmi, YilicHocmi ma OOCMYRHOCMI OQHUX, AKI 2eHepYIOMmbCs OAHUM MUNOM
mepedc, IX  OHOBNEHHAM,  CUHXPOHI3ayi€lo — 4acy  0OpoOKu,  NepeHABAHMANCEHHAM  MepediCi,
eHnepeo3bepedtceHHaM ma CMaHOapmu3ayicio, a MmaxKoXdc 600CKOHANEHHAM MameMamuiHo2o anapamy
HAABHUX 00OMedNCeHb, KOHYENmyanbHux ma mexHiunux 3min. Y pobomi Hagedeno yinbosy @yHKYiio, wo
00360.15€ cmeopumu onmumanvHy cmpykmypy BCM, oonak 6 3anesxicnocmi 6i0 3acmocysanns ma Oilouux
decmabinizylouux haxmopax HeoOXIOHO GUOITUMU OCHOBHI I OpYyeopsioHi Kpumepii (DYHKYIOHY8AHHS
cucmemu. Cnio epaxogysamu, wo onmumanvry cmpykmypy BCM moocna posensoamu He3anexicHo Ha
KOJICHOMY 3 Di6HI8 (DYHKYIOHYBAHHA CcUCmeMU, OOHAK HEeMONCIUBICMb nepepo3nodily  pecypcie
(enepeemuynux, 00UUCTIOBANLHUX, THPOPMAYIUHUX | M.0.) CUCEMU OOMENCYE MONCIUGICMb POPMYBANHS
DYHKYIOHATLHO CMIUKO20 YNPABLIHHS HEl 8 YLIOMY abOo JiC HA YMOBHUX PIGHSX i1 (OYHKYIOHYSAHHSL.
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Knwouesvie cnoea: becnpogoonas ceHcopHas cemv, QYHKYUOHATbHAS YCMOUMUBOCMb, ONMUMUZAYUSL,
MamemMamuieckas Mooeb.

1. Introduction.

The Wireless Sensor Network (WSN) is a distributed self-organizing system of autonomous
sensors in operation, as well as wireless communication channels. By retransmitting messages
between elements of the network it is possible to transmit data at a fairly large distance, with
insignificant power consumption. In order to ensure the continuous and reliable functioning of the
WSN in stand-alone mode for long periods of operation, it is necessary to provide a system of
properties of functional stability. In this case, the system will be insensitive to external and internal
destabilizing factors, which will allow to perform basic functions of the system [1].

The development of WSN is one of the most important areas covered in the global and
European research environments, wireless technology for the transfer of information and
technology of the Internet of Things is considered as strategic research objectives in international
programs such as FP7 and Horizon 2020. These programs cover areas such as "smart" logistic,
health care, climate change control, etc. [2].

Scientific researches in the field of WSN cover a wide range of issues:

- Distributed data processing;

- Communication / standardization of communication protocols;

- Time to synchronize the components of the sensor network;

- Distribution and automatic localization of components of WSN;

- Time of life / energy intensity / energy saving WSN;

- Reliability, quality of service (QoS) and stability of WSN functioning;

- Safety and monitoring of WSN work;

- Legal and ethical aspects related to the integration and application of sensor networks.

The research of existing scientifically grounded approaches to increasing the functional
stability of the WSN has shown that at present there is no comprehensive mathematical model of
WSN that would meet the existing criteria of functional stability and take into account the existing
system of constraints at all levels of the model of system functioning.

2. Analysis of literary data and problem statement

The analysis of scientific works relating to the existing theory of functional stability of complex
systems and WSN in particular testifies that in his works Professor Mashkov O.A. [6] formulated
the property of functional stability and developed a general strategy for its provision for complex
technical systems.

Currently, followers of the scientific school of functional stability Barabash O.V., Kravchenko
Yu.V., Kononov O. A., Nedilko S. M., Obidin D. M., Musienko A. P. and others contributed to the
development of the conceptual apparatus and solved the problem of providing functional stability
for specific technical systems, which is given in the papers [7, 8]. Thus, the approach proposed in
0O.V. Barabash works, in particular [7], suggests the use of indicators and criteria for building
sustainable data transmission systems based on the estimates of the connectivity of graphs in the
network. In the work of Yu.V. Kravchenko [8] a slightly different approach is proposed to
determine and provide functional stability for complex technical systems, based on solving an
optimization problem using matroid structures.

A large community of scientists is engaged in scientific research, which is related to individual
properties of WSN, implementation of their conceptual, system-technical and organizational-
technical characteristics, in particular: Schmid S., Lewis P., Ivanova I.A., Zelenin A. N., Vlasova V.
A., Efremov S. G., Galenyuk I. B., Yevtukh G. S., Karpinsky V. M., Moon 1., Park P., Wong H.,
Wu N., D. Culler, X Mufta, R. Odarchenko, D. Ragozin, S. Raiba, S. Toluepa, R. Shorey, L. Shu
and others.

Therefore, an important direction in the research of the theory of functional stability of the
WSN is the integration of new developments in the technology of wireless transmission of
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information and the tasks of their implementation, which arise, including the need to comply with
the standards of confidentiality, integrity and availability of data generated by this type of network,
their upgrade, synchronization processing time, overload network, energy saving and
standardization, as well as the development of the mathematical apparatus of existing constraints,
conceptual and technical changes.

Studies have shown that the known properties of complex technical systems, which include
WSN, such as stability, reliability, durability, fault-tolerance characterize the functioning of systems
under the influence of failures and damages. But they do not allow to fully describe the processes of
functioning in conditions of internal and external destabilizing factors. It is therefore advisable to
provide the investigated system with a new feature of complex technical systems - functional
stability [3].

The theory of functional stability proposes to consider the freelance states of the system, caused
by failures, as permissible, and to form for them adequate (functionally stable) control, aimed at
overcoming the consequences of failures and support the implementation of the main functions of
the system. This ensures redistribution of system resources to achieve the main goal, even in the
event of failure. The basic condition for the provision of this property is the possibility of
redistribution of available resources within the system [4]. Therefore, to date, the main task is to
develop and apply the properties of functional stability in the context of WSN, in the face of new
problems and problems that can not be considered and solved entirely by other properties of
complex technical systems in the presence of destabilizing factors. At the same time, more detailed
study in such situations requires issues related to: confidentiality (level of security of the
transmission channel), integrity (avoiding the change or loss of individual packages) and the
availability of data (obtaining information for a time that does not exceed the specified),
overloading of the network, its self-organization, updating of data, synchronization of processing
time, energy saving, standardization, etc. [5].

3. The purpose and objectives of the study

The purpose of the article is to analyze the existing properties of WSN and to improve the
mathematical model of functionally stable WSN, which is based on useful bandwidth, reliability
and energy costs in data transmission.

To achieve this goal, the following tasks are solved:

- formation of a system of limitations of the objective function, in order to create the optimal
structure of the WSN, which meets all the necessary conditions and criteria of functional stability;

- to identify the main and secondary criteria for the functioning of the WSN;

- to solve the overall problem of synthesis of the WSN structure and to find the values of the
global minimum and maximum for a specific objective function.

4.1. Determination of the property of functional stability among other properties of
complex systems

The architecture of almost any WSN can be described using a reference OSI model. In the most
common case, such architecture includes five levels: application, transport, network layer, data rate
(channel) and physical layer [9]. Each of these levels of the model has its own intended purpose and
in general is responsible for: organizing the operating modes of the WSN (channel, application),
managing power transfer (physical, network, application), reducing the amount of data (network,
transport, application) , network nodes management (applied) [10].

Therefore, the normal functioning of the network depends on the functioning of each of the
levels of the OSI model. To implement the description of access to information, the notion of the
generalized functional architecture of the sensor network is introduced. This architecture defines the
functional components of the network and the connections between them, the division of
responsibilities to support the main functions of the network [11].

It should be noted that there is a certain difference between such concepts as stability of
functioning and functional stability of the system. Barabash O.V. first proved the general difference
between these concepts (Fig. 1) and formalized the functional stability in the system of properties of
complex technical systems [12].
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Fig. 1. Comparative characteristics of properties of
complex systems and destabilizing factors of influence

4.2. Graphic representation of the wireless sensor network

The impossibility of redistribution of resources (energy, computing, information, etc.) of the
system limits the possibility of forming a functionally stable management of it. The complex use of
resources and the provision of functional stability of systems is limited by the conditions of stability
of the dynamic system, its management and the criterion of visibility of Kalman [13].

Graphic criterion of functional stability can be described as [13]:

G ={V,R}

where:

V' — set of vertices of the graph V = {xi,yj’uk}, i=[1,..,n], j=1[1,..,1, k=[1,..,m],
which corresponds to the components of the vectors X,Y, U;

R — set of edges of the graph R = {(Xl-,Yj), (Y]-,Uk), (Uk, X;)}, which corresponds to the
presence of a functional connection between the components of the network;

X(t) — i-measurable vector of system state; Y (t) — [-dimensional vector of measurements;
U(t) — k-dimensional vector of control.

The dynamic system will be functionally stable in case of failure if there is such a path A =
(Xi, ..., Uy), which includes all components of vectors X i U.

The structure of the WSN bonds is described using the adjacency matrix:

S = |Isill, sij ={1,at e;; €E; 0,at e;; ¢ E.

where: e;; — communication line between i and j network sensors.

The basic requirement for functional stability can be formulated as [14]:

1. Ensure the performance of all network nodes:

Vv, eV & wi(t)= 1,7€][0,0),
where: V = {v;} — set of network elements;
w(t) —a boolean function that takes value 1 if the WSN element is in an operational state and 0
IS otherwise;
T, t — current operating time
2. Provide information to the WSN base station on main and backup routes:

Vv,v; & v, € Gyi,j=12,..,n,
where: G; — set of achievable vertices graph from the vertex V;
n — Number of elements of the WSN.
4.3. Functional stability criteria
Therefore, the criteria for functional stability are defined as [7]:
1. Structural criterion. The WSN will be functionally stable if the number of vertex
connectivity and the number of edge connectivity satisfy the requirements:
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X(G)=2 UAG) =2.
where: X(G) — this is the smallest number of vertices, the removal of which, together with the
incident ones, leads to an unconnected or single-span graph;
A(G) — this is the smallest number of edges, the removal of which leads to an unconnected
graph.
2. Probabilistic criterion. The structure of the WSN will be functionally stable if the
probability of the connection between each pair of vertices is not less than given:

P;(t) 2 PPN i# ), i,j=12,..,n,
where: P;;(t) — this is the probability that the message from the site i the node j will be transmitted
in time not more than t.

n —number of vertices of the graph G (V, E).

Consider in more detail the structural criterion of functional stability of the WSN. To ensure the
vertex and edge connectivity of the network elements, the necessary condition is to provide certain
technical characteristics of the network with destabilizing factors.

As one of the main criterion of vertex connectivity, one can consider providing power saving
function with the elements of the WSN. A study [15] shows that there is a direct relationship
between energy consumption and the total number of working units. Accordingly, it is necessary to
reduce and optimize overall energy consumption.

In the general case, the function minimizing the sum of the total energy consumed in all nodes
can be written as [1]:

MIN Yien €0 — XieN,izn Eicet)s

where: e;, — initial energy indicator of the node i,for alli € N(e;q > 0);

E;; —energy indicator node i in the period of time ¢, foralli € N,t € T;

i, j — network node indexes.

As a criterion for edge connectivity, we can consider the reliability of data transmission, which
is expressed as the ratio of the number of lost and received packets, and the useful bandwidth for
the working elements of the network.

When information is transferred between the WSN nodes to the base station, some of them act
as transit nodes. Each of the WSN transit nodes contains a buffer to store some limited data
received, to be transmitted to the next node of the route.

The route as a whole is a multiphase system of mass service, formed by a sequence of models
of individual plots.

The probability of loss of the data packet during transmission between the nodes of the WSN
may be defined as [16]:

p=1-[[Z;(1-p,
where: p; can be defined as:
bi = - : ﬁ.nb,

2
2.2t
1_pCa+CS

where: C2 and CZquadratic coefficients of variation of the input data flow distributions and
maintenance time for i node; n;, — buffer size; p workload i node.

The route of delivery of data packets in the WSN from the data source to the base station D
may have several routes w of the transmission, which are formed by separate nodes of the network.

The optimization task in the transmission of data with redundancy is formulated in the
following way. Suppose there are N independent routes, each of which is described by a vector
(pi, E;, T;), which is required to send a message consisting of k packages. In this case, the transfer
error P,(k, N) should not exceed the set value p. To do this, you need to find the number of packets
to be transmitted on each route, that is to find the set (n,,...,ny), (n; € N), for which the
following restrictions will be met:
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1. Number of data transfer errors:
P,(k,N) = P(nq,ny, ...,ny) < p,

where the value of the function P depends on the selected data transfer algorithm;
2. Total power consumption for data transmission:

E(ny,ny, ..,ny) = XLy E; - ny - min.,
3. Total sending time:

T(nq,ny, .., ny) ={T; +r-n;} > min

The probabilistic criterion suggests that the probability of the coupling of each pair of vertices
must be not less than the given value to provide the property of the functional stability of the WSN.
Accordingly, having considered the basic requirements, the above restrictions and criteria of
functional stability, we can formulate the problem of synthesizing the structure of the WSN as
follows:

FWSN = {Pijl Cmax' Zmax'Emin}' i,j = 1: ...,N,i * j; (l)
v 7Tij Pij = Pconst' (2)

Cij < Cmaxf (3)

P(ny,n,, ...,ny) <p, 4)

{Ti +r-n} > min < Teong, )
YLy By g = min, Ejy = 0. (6)

where: N — number of elements of the WSN;

Fysy — target function of WSN;

P;; — the probability of coupling between the couple (i, j) network sensors;

Cnax — the useful capacity of the WSN elements;

Zmax — the reliability of the data transmission between the elements of the network;

E.in — €nergy costs for conversion, processing and data transmission;

m;; — possible routes of data transfer between the i-th and j-th elements of the WSN;

T.onst — the allowed delay time of the message;

E;(+) —the energy charge of the i-th node at time ¢.

Expression (1) describes the optimization criterion: the value of the functional stability of the
WSN structure. As a measure of functional stability, a generic metric is selected to characterize the
likelihood of network element connectivity, useful WSN bandwidth, data transmission reliability,
and energy costs for conversion, processing, and data transmission.

After solving this optimization problem, we will find the optimal structure of the WSN, which
consists of N sensors and will satisfy the optimization criterion (1) and constraint (2 - 6).

The above objective function allows to create the optimal structure of WSN, however,
depending on the application and the current destabilizing factors, it is necessary to distinguish the
basic and secondary criteria. It is necessary to consider the optimal structure of WSN can be
considered independently at each of the levels of functioning of the system.

The formulated problem (1 - 6) will be considered as the general task of synthesis of the
structure of the sensor network.

4.4. Optimization problem

As an example, let's solve a special case of a formulated synthesis problem and find global
extrema for the objective function (function function) of the form:

n

n
fxg, e, xp) = Z x?,on the set ofvaluesz xf <1,
: i=1
i=0
Restriction system:
{xlz + o+ x2 > extr,
xt+--+xr—1<0.
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Let’s compose the Lagrange function and compute its partial derivatives:

(x, ) = Ap(xZ + -+ x2) + 4, (xf + -+ x — 1);

RED = 20x; + 44xd,  i=1,..,n

Let us write out the necessary condition for the extremum:

2A0x; +44,x3 =0, i=1,..,n
L@t + - +xi_—1)=0.

a) Consider the case 1, = 0:
4hx} =0, i=1,..,n
MGt + - +xi_,—1)=0.
Obviously, this system is only resolved at A, = 0, and there are no suspected extremal points.
b) Consider now the case when 4, = 2:

4x; +40,x2 =0, i=1,..,n,
Mot + - +xi_,—1)=0.

The last equation of the system splits into two equations:
A =0ixf++xi_;=1. .

If 4, =0,thenx; =...= x, = 0. We get one point (0,...,0). In it, the target function takes
a null value. As at all other points the objective function is positive, the global point is reached at
the found point.

Now let A; # 0. Then our system is equivalent to:

xi(1+4x3)=0, i=1,..,mn,
(xf + 4+ x5-4) = 1.

If A, = 0, then from the first n equations of the system we obtain equations x; =0, ..., x,, =
Owhich contradict the last equation. If, however 1; < 0, then each of the first n equations has three

solutions for x;: x; = 0,x; = +,/—1/A;.
Denote by I the set of indices i € {1, ..., n}, for which x; = +,/—1/4,, and put it k = |I| then:

4 4 _ 4 4 _ 1k _
xp ot Xy = Dier Xt Dier X _Ziell_%—/l_%— 1,

whence it follows that 1, = —k, and accordingly:
x; =+ 1/k,i€l,x;=0,i¢l

All points with such coordinates are suspected of extreme. In each of these, the objective

function takes on the value:

2 _ 2 _ Kk _
=1 X = Xier Xi —\/_;—‘/E-

This value will be maximal at k = n, that is, when all coordinates of the suspects at the
extremum of the point is non-zero. It follows that the objective function f reaches a global
maximum at the points x at which all the coordinates x; are equal +3/1/n. In this case fpq, = Vn.

Consider the other suspected extrema points. Since ;, = —vk < 0, then they are subject to
the agreement of signs or a local maximum or no extremum. Let us check for these points the
conditions of the second order. To do this, we calculate partial derivatives:

92L(x,1)
ox?

92L(x, 1)
axiaxj

= 21¢ + 124,x7,

=0,i #J;
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Li(a,Vdx? = Y1, (4 - 12\/Fal-2)dxi2 =4 e dx? — 8¢ dx?.

Let put @(x) = x7 + --- + x5 — 1 and write out the condition ¢ '(a)dx = 0:
¢'(a)dx = X 4aidx; = 4 Y  aidx; = 0.

Consider a vector dx whose coordinates are zero except one coordinate dx;, that matches any
index i ¢ I. The following conditions will be fulfilled for him:

@' (a)dx =0, Ly.(a,A)dx*>0.
Assertion 1. Let there be a point a € (2 that satisfies the Lagrange principle, by which:
I={ieTm+k|pa)= 0}

If derivatives ¢;(a), i € I are linearly independent and there exists a vector dx for which the
following condition holds:
pi(a)dx =0, i €1, Ly, (a,)dx? <0 (>0),

then there is no local minimum (maximum) at point a.
According to statement 1 we have: the global minimum is reached at the point x = 0 and is

equal to 0, the global maximum is reached at the points whose coordinates are as follows: + /1/n,

and is equal to v/ n. There are no other extremes.

5. Discussion of results of research of methods of estimation of functional stability of
wireless sensor networks

Analysis of scientific works related to the existing theory of functional stability of complex
systems and WSN in particular. An important area of research on the theory of functional stability
of WSN is the integration of new developments in wireless technology and the tasks of their
implementation. Depending on the application and the destabilizing factors involved, the main and
minor criteria should be distinguished.

6. Conclusions

This paper analyzes the existing properties of WSN, in particular, the mathematical model of
functionally stable WSN, which is based on the probability of connectivity between network
elements, useful bandwidth, reliability and energy consumption in data transmission. The
formulated restriction system and the objective function allow to create the optimal structure of the
WSN, and meets all the necessary conditions and criteria of functional stability. However,
depending on the application and the destabilizing factors involved, it is necessary to distinguish
between basic and minor criteria. It is necessary to consider the optimal structure of WSN can be
considered independently at each of the levels of functioning of the system. The general problem of
synthesis of the WSN structure is solved and the values of the global minimum and maximum for
the determined objective function are found.
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