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ADDRESSING THE SELECTION DILEMMA OF CONSENSUS ALGORITHM IN
DISTRIBUTED SYSTEMS

Abstract. Consensus algorithms serve as the backbone of distributed systems, enabling agreement
among participants in decentralized environments. Fault tolerance, ensuring system resilience in the face of
participant failures or malicious activities, stands as a cornerstone for these algorithms. In contrast to
centralized systems where decision-making authority rests with a single entity, decentralized systems, like
blockchain, introduce unique challenges in achieving consensus among disparate and potentially
untrustworthy participants. This article conducts an exhaustive exploration of consensus algorithms, focusing
primarily on Proof of Work (PoW), Proof of Stake (PoS), and Delegated Proof of Stake (DPoS). A thorough
analysis of the advantages, disadvantages, and operational intricacies of each algorithm is provided, shedding
light on their applicability across various use cases. Practical examples and optimization strategies are
delineated to elucidate the operational nuances and aid stakeholders in algorithm selection. Additionally, a
comprehensive methodology for consensus algorithm selection is outlined, emphasizing the paramount
importance of considering specific criteria to ensure optimal performance in decentralized ecosystems.
Supplementary figures depicting the selection process and decision tree for consensus algorithm determination
accompany the analysis, serving as valuable resources for researchers, developers, and stakeholders
navigating the complexities of decentralized consensus mechanisms. This article aims to provide a holistic
understanding of consensus algorithms, empowering stakeholders to make informed decisions and foster
innovation in decentralized systems.

Keywords: decentralized systems, consensus algorithms, blockchain, fault tolerance, energy
efficiency, distributed network, information technologies.
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BUPIIIEHHSA JTUJIEMHU BUBOPY AJI'OPUTMY KOHCEHCYCY ¥
PO3INOAVIEHUX CUCTEMAX

AHnomauia. Aneopummu KOHCEHCYCY CNYEYyiOMb OCHOB0K PO3NOOIIEHUX CUCHEM, YMONCIUBTIOYU
00CsA2HEHHSA 3200U MIXHC YUACHUKAMU 8 OeYyeHMPaniz08aHux cepedosuax. Biomosocmitikicms, wjo 3ab6e3neuye
cmitikicmb cucmemu 00 300i6 aO0 3106MUCHUX OTU YUACHUKIG, € HAPINCHUM KameHeMm yux aneopummie. Ha
BIOMIHY 610 YESHMPANI308AHUX CUCTEM, O€ NOBHOBANICEHHS U000 NPULIHAMMSL PIleHb HANeNCamb 0OHIU 0CO0I,
OeyeHmpanizoeaui cucmemu, maxi K OI0KYelH, CIME8OPIOIOMb YHIKAIbHI NpoOieMU 8 00CASHEHH] KOHCEHCYCY
MidiC pO3DI3HEHUMU | NOMEHYIHO HeHAOIUHUMU YYacHukamu. Y yiti cmammi npoeooumscs 6uuepnHe
O00CTIOANCEHHSL AN2OPUTIMIB KOHCEHCYCY, 30CEPeOHCYIOUUCH Hacamneped Ha dokazax pobomu (PoW), doxazax
yacmxu (PoS) ma denezosanux dokaszax uwacmxu (DPoS). Haoacmuvcs pemenvhuii ananiz nepegaes, HeOOniKis i
ONnepayiiiHux MOHKOWI8 KOHCHO20 AN2OPUMMY, WO NPOIUBAE CIMIIO HA IX 3ACMOCOBHICMb Y PIZHUX BUNAOKAX
suxopucmanns. Haseoeno npaxmuuni npuxnadu ma cmpameeii onmumizayii, wjoo nposiCHUMuU onepayitui
HIOQHCU MA OONOMOSTU 3ayiKasieHuM cmoponam y eubopi areopummy. Kpim moeo, onucano xomniexcuy
MemoO0N02iH0 KOHCEHCYCHO20 8UDOOPY aAN2OpUMMY, WO NIOKPECIIOE NEPUIOPAOHY BANCIUBICINL BDAX)EAHHS
KOHKpemHUX Kpumepiig O0ns1 3a0e3neueHHss ONmuMaibHoi NpOOYKMUBHOCMI 6  O0eyeHmpanizo8aHux
exocucmemax. AHani3 cynposoo’cyemvcs 000AMKOBUMU PUCYHKAMU, WO 8I0006paicaroms npoyec aubopy ma
0epeso pilieHb 015l GUSHAUEHHS ANICOPUMMY KOHCEHCYCY, AKI CIYeyIomb YIHHUM pecypcom 0l OOCHIOHUKIS,
PO3POOHUKIE Ma 3aYiKABAEHUX CIMOPIH, AKI OPIEHMYIOMbCA 8 CKIAOHOWAX OeYeHMPAni308aHUX MeXAHI3MIE
KoHceHcycy. L]a cmamms mae na memi Hadamu Yinicne po3yMIHHSL ANOPUTIMIE KOHCEHCYCY, WO O0380IUMb
3aYiKAGNIeHUM  CMOPOHAM — NputiMamu  OOIPYHMOBAHI  pileHHS mMa  cnpusmume IHHOBAYIAM )
OeyeHmpaniz08aHUx CUCTHEMAX.

Knrouoei cnoea: oeyenmpanizosani cucmemu, aieopummiu KOHCEHCYCy, OIOKYelH, 8i0MOBOCMIUKICMDb,
eHepeoephexmusHicmb, po3nodiieHa Mepexcd, IHpopMayiiHi MmexHop02ii.

1. Introduction.

In recent years, the proliferation of distributed systems, particularly blockchain technology, has
revolutionized the landscape of digital transactions and decentralized applications. At the heart of
these systems lies the concept of consensus algorithms, which serve as the cornerstone for achieving
agreement among participants in a decentralized environment. Consensus algorithms play a vital role
in ensuring the integrity, security, and reliability of distributed systems by facilitating agreement on
the validity of transactions and the state of the network.

The significance of consensus algorithms becomes particularly pronounced in decentralized
systems, where there is no central authority to arbitrate disputes or enforce rules. Instead, consensus
mechanisms enable participants, often operating in an adversarial and untrusting environment, to
collectively validate transactions and agree on the state of the ledger. This decentralized consensus
forms the basis of trust in blockchain networks, allowing them to function effectively without the
need for intermediaries.

This article aims to provide a comprehensive overview of consensus algorithms, delving into
their underlying principles, operational mechanisms, and comparative analysis. We will explore three
prominent consensus algorithms: Proof of Work (PoW), Proof of Stake (PoS), and Delegated Proof
of Stake (DP0S). Each algorithm presents unique advantages and challenges, catering to different use
cases and operational requirements.

Through a thorough examination of these consensus algorithms, along with practical examples
and optimization strategies, this article seeks to empower readers with the knowledge and insights
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necessary to navigate the complexities of decentralized systems. By understanding the intricacies of
consensus mechanisms, stakeholders can make informed decisions, drive innovation, and contribute
to the advancement of decentralized technologies.

2. Research results.

The consensus algorithm is a fundamental mechanism in distributed systems, allowing users or
machines to reach agreement in a decentralised environment. For these algorithms, it is very
important to maintain fault tolerance - that is, the system remains functional even if some participants
fail or act maliciously.

In a centralised system, decision-making and control are vested in a single authority. This
central authority has the power to make unilateral changes without the need for a complex consensus
process involving many stakeholders.

However, in a decentralised system such as blockchain, the dynamics change significantly.
Here, the challenge is to achieve consensus in a distributed network, especially when the participants
are unknown to each other and may be inherently distrustful. The need for consensus is particularly
important when deciding which entries to make in a distributed ledger or database.

Table 1
Advantages and disadvantages of consensus algorithms

Proof of Work Proof of Stake Delegated Proof of Stake
(PoW) (PoS) (DP0S)
Advantages
Decentralization High High High
Security High High High
Absence of Yes Yes Yes
"alienation
Reliability High High High
Efficiency Can be energy- High High
efficient
Scalability Low High High
Disadvantages
Energy Consumption | High Low Low
Hardware Costs High Low Low
51% Attacks Yes Less likely Less likely
Complexity High Low Low
Promotes Yes No Yes
centralization

The main types of consensus algorithms:

Proof of Work (PoW) is a consensus algorithm employed to designate a miner for the
subsequent block generation. Bitcoin relies on this PoW consensus algorithm. The fundamental
concept of this algorithm involves resolving a intricate mathematical puzzle and swiftly providing
the solution. Solving this mathematical puzzle demands significant computational resources, hence
the node that achieves the solution promptly earns the privilege to mine the next block.
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Fig.1. An example of the POW algorithm

Proof of Stake (PoS) stands out as the most prevalent alternative to PoW. Ethereum has
transitioned from PoW consensus to PoS consensus. In this consensus algorithm variant, instead of
investing in costly hardware to tackle a complex puzzle, validators commit a portion of their coins to
the system by staking them. Subsequently, all validators commence block validation. They verify
blocks by staking their tokens on those they deem suitable for addition to the chain. Depending on
the blocks actually incorporated into the blockchain, validators receive rewards commensurate with
their stakes, thus augmenting their stakes accordingly. Ultimately, a validator is selected to generate
a new block based on their economic stake in the network. This way, PoS incentivizes validators
through a reward mechanism to achieve consensus.
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Fig.2. Example of PoS algorithm

Delegated Proof of Stake (DPoS) represents an alternative form of the Proof of Stake consensus
algorithm. This particular consensus mechanism operates on the principle of vote delegation. Users
transfer their voting rights to other users. Subsequently, the user responsible for block mining
distributes rewards among those users who delegated their votes to them.
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Fig.3. An example of DPoS algorithm
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Proof of Work requires miners to perform complex computational tasks to validate new blocks.

The most famous example of PoW is Bitcoin.
The formula for calculating the reward:

Block reward = Fixed block reward + Transaction fees

For Bitcoin, the fixed reward is halved every 210,000 blocks.

Optimising energy costs

You can optimise your energy costs by switching to energy-efficient hardware, such as ASIC
miners that specialise in mining a specific cryptocurrency, reducing overall power consumption

compared to general-purpose GPUs.
An example of a solvable algorithm for mining in the Bitcoin network:

Ch(X,Y,Z)=(X AY)®(X AZ)
Maj(X,Y,Z)=(X AY)®(X AZ)®(Y AZ)
> (X)=RotR(X,2) ®RotR(X,13) ® RotR(X, 22)
> (X)=RotR(X,6) ® RotR(X,11) ® RotR (X, 25)
,(X) = RotR(X,7) ®RotR(X,18) ® RotR(X, 3)

o,(X) = RotR(X,17) @ RotR(X ,19) ® RotR(X ,10)

RotR(A,n) denotes a circular right shift of n bits of binary word A
ShR(A, n) denotes the right shift of n bits of binary word A.
A|| B denotes the concatenation of binary words A and B.

Proof of Stake does not require miners to perform computational tasks, instead, the choice of
a block for validation depends on the amount of cryptocurrency that the participant has blocked as

collateral.
Reward calculation formula:

Reward per block=(Total blocked funds x Annual percentage)/Number of blocks per year

This formula may vary depending on the specific cryptocurrency, but the basic idea is to

provide rewards according to the amount of funds blocked.
Since PoS does not require intensive computing, it is significantly more energy efficient than
PoW. The optimisation consists in choosing cryptocurrencies that use PoS or its variations for

mining or investing.
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Fig. 4. Methodology for choosing a consensus algorithm

The process of selecting the consensus algorithm based on specified criteria is outlined in Figure
4.

The third block of the methodology for selecting a consensus algorithm can be visualized as a
decision tree, guiding the selection of the most suitable algorithm according to all the criteria outlined
in the problem statement. A simplified version of this decision tree is depicted in Figure 5.

Requires high level
of decentralization?

Requires high level

of security? Requires low cost?
J

equires high level
of security?

equires democratic
governance?

Yes Yes Yes

v v v v
Proof of Byzantine Fault Proof of Delegated Proof of Proof of
Work Tolerance Authority Proof of Stake Importance Stake

Fig. 5. Block three. Definition of the consensus algorithm

3. Conclusions.
An analysis of consensus methods such as Proof of Work (PoW), Proof of Stake (PoS), and
Delegated Proof of Stake (DPoS) indicates the importance of understanding and considering the
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trade-offs that arise when using them. Making informed decisions based on the specifics of a
particular task allows you to ensure the optimal choice of a consensus algorithm for the task at hand.

Optimising and improving the effectiveness of consensus algorithms is a key task for ensuring
the efficiency and stability of decentralised systems. The study and implementation of optimisation
strategies aimed at reducing energy consumption, improving scalability, and ensuring security has
significant potential to improve the functionality and efficiency of distributed networks.

There is a need for further research and innovation in the field of consensus algorithms in
decentralised systems. Consistent efforts to develop scientific knowledge, identify new approaches,
and develop technological innovations can help achieve significant improvements in decentralised
technologies and expand their application.
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