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Abstract. The object of this research is the broker interaction layer of Network-Centric Distributed Computer Systems (DCS), in
which autonomous peer-to-peer brokers replace centralized control planes to manage resource allocation and task scheduling. The
problem addressed is the absence of a decentralized trust mechanism capable of detecting and isolating malicious or Byzantine brokers
(nodes that silently drop tasks, falsify resource availability, or engage in collusion) without reintroducing the single points of failure that
the network-centric architecture was designed to eliminate. To resolve this, a gossip-based trust and reputation mechanism is proposed
and integrated directly into the NCA broker interaction layer. The mechanism introduces a composite reputation vector comprising three
task-centric metrics (Task Success Rate, Task Delay Factor, and Fault Tolerance Score), coupled with an exponential temporal decay
function to rapidly detect oscillating malicious behavior. A credibility-weighted reconciliation rule neutralizes localized collusion by
weighting incoming gossip reports against the reporter's own trust score. These trust states serve as a zero-latency pre-selection filter for
the task scheduler. The results are explained by the logarithmic convergence of the push-pull epidemic protocol, which propagates trust
updates across all honest brokers in O(log N) rounds without centralized coordination. Empirical simulations confirm that the mechanism
sustains over 93% task completion rates under 20% Byzantine fault injection and reduces makespan by approximately 25%, generating
Sfewer than two additional gossip messages per scheduled task. The mechanism can be applied in any distributed computing environment
operating a horizontal broker control plane, particularly in edge computing, IoT, and cloud federation scenarios where centralized
security authorities are impractical.
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MEXAHI3M JIOBIPU TA PEITYTAIIIl HA OCHOBI ILUIITOK JIJISI B3BAEMO/II BPOKEPIB Y
MEPEXEBO-OPIEHTOBAHUX PO3INOAIVIEHNX KOMII'IOTEPHUX CUCTEMAX

Anomauia. Ilpeomemom 0ano2o 00cCniOiceHHs € pigenb 63aEMO0ii OPOKepi8 Yy Mepexceso-OpiCHMOBAHUX PO3NOOLIEHUX
xomn ‘tomeprux cucmemax (DCS), 6 akux asmoHoMHi OpoKepu Muny «PieHUL-pi6HOMY» 3AMIHIOIOMb YEeHMPALi308aHi Di6Hi YNPaGIiHHA O/
KepYBAHHs PO3NOOLIOM Pecypcié ma NiaHy8aHHaM 3a80ans. IIpodnema, wjo po3enadaemsvcs, noIsA2Ae y i0CYMHOCMI 0eyeHMPaniz08aHO20
Mexauizmy 008ipu, 30amHo20 SUABTAMU MA (301108aMU 3108MUCHUX AO0 GI3AHMILUCLKUX OPOKepis (8Y311i8, AKI HENOMIMHO 8IOKUOAIOMb
3a60auHs, ParbCuPIiKyioms 00CHynHICIb pecypcié abo 6CMynaioms y 3mMogy) 6e3 no8nMopHO20 86e0eHHs. OOUHUYHUX MOYOK 8I0MO8U, SIKI
Mepediceso-0picHmMosana apximexmypa 0yna noKIukaua ycyHymu. J{ns eupiuenus yici npoonemu nponoHyeEmvcs MexaHizm 008ipu ma
penymayii Ha OCHOGI «NAIMOKY, AKUUl [HMeSPOsaHo be3nocepednvo 8 piseHb 63aemolii bopokepie NCA. Lleti mexanizm 3anpogadicye
KOMOIHOBANHUI 6eKMOP penymayii, Wo cKAa0aemvcs 3 mpbox NOKA3HUKIE, OPICHMOBAHUX Ha 3A60aHHA (Koediyichm ycniuHocmi 3a60amb,
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Koeiyienm 3ampumKy 3a60anb Ma NOKAZHUK GiOMOBOCMIUKOCMI), Y NOCOHAHHI 3 eKCNOHEHYIANbHOIO (QYHKYIEIO 4aAC08020 32ACAHHA NSl
WBUOKO20 BUABLEHHSA KOMUSANbHOT 3108MUCHOT nogedinku. [Ipasuno y3eodixcenns, 36adxcene 3a HAOIUHICMIO, HEUMPANI3YE IOKANIZ06AHY
3MOBY WIAXOM 38AJICYBANHSA 6XIOHUX NOBIOOMAEHb «20CCIN» BIONOBIOHO 00 671ACHO20 NOKA3HUKA 008ipu Mo2o, Xmo ix naocunae. Lfi cmanu
0ogipu ciyzyloms Qinbmpom nonepeoHbo2o 8i06OpY 3 HYNLOBOIO 3aAMPUMKOIO 0N NIAHYEANLHUKA 3a680anb. Pe3ynsmamu noscnioomscs
Jo2apumiunoro 36ixCHICMIo enideMiuHo20 npomoxony «push-pully, axuii nowuproe oHo81eHHA 008ipu ceped YCix YecHUx bpokepis 3a
O(log N) paynois 6e3 yenmpanizoeanoi koopourayii. Emnipuuni cumynayii niomeepooicyiomn, wo mexauizmu 3abe3neuye pigeHb UKOHAHHS
3a80ane nonad 93 % 3a ymosu 20 % esedenns @izanmilicbkux 300i6 ma CKOpouye 3a2anbHull 4ac GUKOHAHHA npubausno Ha 25 %,
2EHEpPYIoUU  MeHule HidC 08a O000AmKO8I NOGIOOMIEHH MUNY «20CCINY HA KOJCHe 3aniaHosaHe 3a80anHs. Mexanizm mooice
3acmocosysamucs 6 6y0b-aKoMmy po3noOileHOMY 0OUUCTIOBANLHOMY CEPe00sUl, WO BUKOPUCTNOBYE 2OPUSOHMANLHY NAOWUHY KePY8aAHHS
NOCEPEOHUKAMY, 30KPeMA 8 CyeHapisx nepugepiinux obuucnens, lnmepuemy peueti (loT) ma xmapnux gedepayiil, 0e yenmpanizosami
opeanu be3nexu € HeOOYiNbHUMU.

Knrouogi cnosa: po3nodineni komn romepui cucmemu, mMepedxiceso-opicHmosana apximexknmypa, npomorxon « Gossipy, ynpaeninus
008ipoio ma penymayiero, CMItIKicms 00 8I3aHMIUCLKUX 8i0MO08, 83AEMO0Is 3 OpoKepamu, enioemiuHe NOUUPeHHs

1. Introduction

1.1 Background

The structural evolution of Distributed Computer Systems (DCS) has progressively shifted away from rigid,
hierarchical resource management paradigms toward dynamic, horizontal topologies. A foundational advancement in this
domain is the mandatory base paper by Hu, Mukhin, Kornaga, Lavrenko, and Herasymenko (2017) titled "Distributed
Computer System Resources Control Mechanism Based on Network-Centric Approach" [7]. In this framework, centralized
control planes are replaced by a distributed layer of autonomous brokers that interact peer-to-peer to manage resource
allocation, task scheduling, and load balancing. This NCA approach significantly enhances horizontal scalability and
operational agility, enabling the system to process complex, distributed workloads across geographically dispersed
computing nodes without relying on a singular point of coordination. The transition to this architecture reflects a broader
industry trend toward edge computing, Internet of Things (IoT) integration, and decentralized resource pooling. In these
modern paradigms, the sheer volume of computational requests and the geographical distribution of data sources render
centralized master-slave configurations obsolete. Centralized schedulers inevitably become severe bandwidth and
processing bottlenecks, suffering from high latency and single points of failure. By distributing the scheduling logic across a
horizontal plane of peer brokers, the NCA model achieves superior fault tolerance against localized network outages and
provides the elasticity required to handle highly variable, bursty workloads.

1.2 Problem statement

While the NCA broker model resolves traditional bottlenecks associated with centralized scheduling, it inherently
introduces severe security and operational vulnerabilities. In the absence of a global authoritative entity, brokers operate as
critical, largely unmonitored intermediaries. This lack of oversight allows compromised, selfish, or faulty brokers to
degrade system performance through various misbehaviors. Such misbehaviors include silent task dropping (omission
faults), excessive execution delays (timing faults), and the falsification of available computational capacity (commission
faults). Furthermore, rational workers may behave selfishly to minimize their own workloads while exploiting network
resources [9], whereas Byzantine adversaries may actively collude to subvert network consensus, disrupt task execution, or
launch sophisticated data poisoning attacks against the scheduling logic [10]. The fundamental problem lies in the absence
of a decentralized trust mechanism capable of detecting and isolating these malicious actors without reintroducing the single
points of failure that the NCA was designed to eliminate. Traditional security models rely heavily on static authentication
and cryptographic access controls, which fail to address dynamic behavioral degradation or insider threats where previously
authenticated nodes begin acting maliciously due to compromise or rational selfishness.

1.3 Motivation

The motivation for addressing this vulnerability stems from the proven success of epidemic information
dissemination in unstructured peer-to-peer networks. Decentralized reputation systems leveraging gossip-based protocols
have demonstrated exceptional efficacy in isolating malicious actors and mitigating the free-rider problem [19][12]. These
protocols propagate state information through random peer exchanges, achieving convergence in logarithmic time while
maintaining self-organizing resilience. Applying this probabilistic methodology directly to the DCS broker layer presents an
unprecedented opportunity to bridge decentralized resource control with robust security. By enabling brokers to
continuously evaluate and share performance data regarding their peers, the architecture can autonomously maintain a
resilient trust overlay without relying on computationally heavy global consensus algorithms or centralized certificate
authorities. This ensures that the high-throughput, low-latency requirements of distributed task scheduling are preserved
while simultaneously fortifying the network against Byzantine interference.

1.4 Research Aim and Objectives

The primary aim of this research is to conceptualize, formalize, and empirically evaluate a gossip-based trust and
reputation mechanism tailored specifically as an extension to the NCA broker model. To achieve this aim, the study pursues
the following specific objectives:

1. To formalize a multi-dimensional reputation model that quantifies broker reliability through metrics such as task
completion latency, resource reporting accuracy, and historical interaction success.
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2. To design a high-efficiency, push-pull epidemic protocol capable of propagating trust vectors across the broker
overlay while minimizing the communication overhead inherent in large-scale DCS.

3. To develop a trust-weighted broker selection algorithm that integrates with the existing routing logic to
dynamically isolate malicious or underperforming nodes.

4. To rigorously evaluate the proposed mechanism under varying concentrations of Byzantine fault injection to
quantify its impact on task completion rates and system makespan.

1.5 Scientific Contributions

Novel contributions of the proposed trust and reputation model are:

—  First, this research represents the unprecedented, direct integration of a push-pull gossip trust overlay into the
specifically defined NCA broker model [7]. It transforms the previously vulnerable horizontal control plane into a
self-securing, Byzantine fault-tolerant network.

— Second, the formulation introduces an innovative multi-dimensional trust metric strictly evaluating task-centric
parameters (Task Success Rate, Task Delay Factor, Fault Tolerance Score). This is coupled with an exponential
temporal decay function designed specifically to rapidly detect and penalize high-frequency oscillating malicious
behavior, a vulnerability often ignored in static reputation systems.

—  Third, the methodology extends standard anti-entropy gossip by introducing an original reconciliation rule that
weights conflicting reputation reports based on the reporter’s own dynamic trust score. This mathematical approach
effectively neutralizes localized collusion and false-reporting attacks without requiring global consensus.

— Finally, the approach proposes a distinct algorithmic integration that modifies existing distributed computer system
scheduler logic, utilizing dynamically updated gossip states to exclude malicious nodes prior to load balancing,
providing a highly reliable routing mechanism without the overhead of continuous global evaluations.

1.6 Paper Organization

The remainder of this paper is organized as follows. Section 2 provides a comprehensive analysis of related work,
examining existing trust models, gossip protocols, and security threats in distributed architectures. Section 3 formalizes the
problem statement, detailing the NCA broker architecture and defining broker misbehavior. Section 4 presents the proposed
trust and reputation model, including the mathematical formulation of reputation metrics and the gossip dissemination
protocol. Section 5 conducts a rigorous security analysis against common attack vectors such as false reporting, collusion,
and Sybil attacks, alongside an evaluation of security overhead. Section 6 details the experimental setup and discusses the
empirical findings regarding convergence, task completion rates, resource utilization, and communication overhead. Finally,
Section 7 summarizes the key contributions, highlights experimental outcomes, and outlines directions for future research.

2. Analysis of Related Work

2.1 Trust and Reputation Models in Distributed Systems

Foundational trust models such as EigenTrust [23] and PeerTrust [22] aggregate local peer observations into global
reputation scores using recursive power-iteration or transaction-context weighting. Later refinements, including
EigenTrust++[14], added feedback credibility modeling. Probabilistic approaches such as the Beta Reputation System and
Subjective Logic apply Bayesian inference to model future node behavior, but impose significant computational overhead
unsuitable for latency-sensitive scheduling. Blockchain-based reputation tracking [9] guarantees immutability at the cost of
consensus latency, while machine-learning and federated trust models [9] introduce model-poisoning vulnerabilities and
convergence times spanning hours. Hardware-assisted mechanisms relying on Trusted Execution Environments (Intel SGX,
ARM TrustZone) offer cryptographic integrity guarantees but suffer from vendor lock-in and side-channel vulnerabilities in
heterogeneous deployments. Across all these approaches, the recurring limitation is the inability to deliver low-latency,
localized trust assessments compatible with millisecond-scale routing decisions in NCA task scheduling.

2.2 Gossip Protocols in Distributed and P2P Systems

Epidemic protocols achieve network-wide state convergence in O(log N) communication rounds by propagating
updates through randomized peer exchanges, maintaining resilience under node failures and network partitions [18].
GossipTrust [19] demonstrated fast reputation aggregation in unstructured peer-to-peer networks, while differential gossip
algorithms [12] further reduce communication complexity. Advanced variants such as the Push-Sum algorithm support
decentralized aggregation, and anti-entropy gossip underpins eventual consistency in systems such as Apache Cassandra.
However, existing database-centric anti-entropy protocols assume static, trusted nodes and are insufficient for volatile,
potentially malicious broker environments. Adapting gossip for trust dissemination in NCA broker overlays requires
augmentation with credibility-weighted reconciliation to prevent malicious actors from poisoning reputation states during
synchronization.

2.3 Security Threats in Broker-Based Distributed Architectures

Autonomous broker intermediaries are exposed to a range of attacks in the absence of centralized oversight [13].
Selfish rational workers minimize their own workloads while exploiting network resources [9]; Byzantine adversaries drop
tasks, falsify results, or manipulate resource metrics [10]; and Sybil attackers generate fictitious identities to dilute negative
reputation scores [3]. Colluding broker rings further compound these threats by mutually inflating reputations while
downgrading honest peers. Existing defenses frequently rely on heavyweight cryptographic consensus protocols that
introduce latency incompatible with high-throughput task scheduling requirements.
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2.4 Gap Analysis

Despite independent progress in trust modeling and epidemic dissemination, no existing methodology directly
applies a lightweight, push-pull gossip trust overlay to the specific NCA broker model defined in [7]. Current solutions
either impose unacceptable latency through global consensus, rely on computationally prohibitive models, or fail to capture
the behavioral nuances of task-scheduling intermediaries. The proposed mechanism addresses this gap by tailoring epidemic
reputation propagation to the operational parameters of horizontal broker networks, delivering eventually consistent trust
states without compromising real-time scheduling efficiency.

3. Problem Statement
3.1 NCA Broker Architecture
The NCA distributed computer system (DCS) formalized by Hu et al. [7] operates across three distinct logical
layers: the Application Layer, the Broker Layer, and the Resource Layer. The application layer consists of independent
schedulers responsible for generating computational task batches, mathematically denoted as the set:
S ={s,5, s, )

These schedulers forward resource requests to the horizontal control plane, which comprises a decentralized
network of autonomous routing brokers:

B ={b,b,..b }#Q2)

The broker layer can be formally modeled as an unstructured peer-to-peer overlay network, represented by a
directed graph G = (B, E), where B is the set of brokers and E represents the active communication links between them.
Each edge € € E is characterized by a dynamic latency lij and bandwidth capacity €, Brokers dynamically map these

incoming tasks to available computational nodes within the physical resource layer, defined as R = {rl, T e rk}. As
illustrated in Fig. 1, this decentralized routing architecture eliminates the single point of failure inherent in traditional
master-slave scheduling paradigms. The mapping function executed by the brokers must continuously evaluate the state of

R to ensure optimal load balancing.
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Fig. 1. Diagram illustrating the three-tier network-centric broker architecture with application, broker, and resource
layers.

The formalization of this architecture reveals a critical dependency on the cooperative integrity of the broker set B.
In the original framework [7], the absence of a verification layer implies that any node bi is assumed to act in the best

interest of the system. Consequently, the problem addressed herein is the formalization of trust metrics and dissemination
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protocols required to maintain system stability when this assumption of universal cooperation is violated by Byzantine or
selfish actors within the horizontal control plane.
3.2 Formal Definition of Broker Misbehavior
Broker misbehavior within this architecture manifests when a node bi € B fails to honestly, securely, or efficiently
process a delegated task t. Let t represent the optimal execution time based on resource availability, and t
expected actual

represent the observed completion time (see Table 1). A misbehavior function, M (bi, T), evaluates the discrepancy between

the expected and actual states:

t —t
M(b,t) = {1, if task is dropped or falsified <Lt jf ¢
i t

expected

0, otherwise #(3)

>t
actual expected

Byzantine or selfish brokers [9] frequently exhibit oscillating behavior, such as on-off attacks [9], alternating
between honest execution (M = 0) and malicious actions (M>1) to evade static detection thresholds. To capture these
nuances, the proposed mechanism employs broker-specific composite reputation metrics combined with an exponential
temporal decay function to rapidly detect and penalize high-frequency behavioral oscillation. The mathematical
representation of this misbehavior ensures that both absolute failures (dropped tasks) and relative failures (intentional
delays) are quantitatively captured by the observing nodes. Beyond simple omission and timing faults, commission faults
represent a particularly insidious class of misbehavior in decentralized architectures. In a commission fault, a malicious
broker actively falsifies its available computational capacity to attract a disproportionate volume of task assignments, a
strategy often employed in data poisoning or black-hole attacks. By advertising artificially high MIPS (Millions of
Instructions Per Second) capabilities, the compromised broker subverts the load-balancing logic of honest peers, causing
them to route critical workloads into a controlled bottleneck. Once the tasks are captured, the adversary may either drop
them entirely or execute them using manipulated datasets to return invalid results. Detecting these commission faults
requires a trust mechanism that not only monitors binary task completion but also cross-references advertised resource
availability against historical execution latency. The multi-dimensional misbehavior function M (bi, T) is specifically

designed to capture these discrepancies, ensuring that brokers who consistently over-promise and under-deliver are rapidly
identified and penalized by the reputation overlay.

Table 1
Classification of broker misbehavior types
Misbehavior Category Mathematical System Impact Detection Metric
Condition

Task Dropping / M (bi, r) =1 Task fails to complete Task Success Rate
Falsification or results are invalid (TSR)

Execution Delay M ( b T) _ Lactual] Increases task Task Delay Factor
v £, completion latency (TDF)

Resource Hoarding Refusal to accept Degrades load Fault Tolerance Score
(Selfish) redirected tasks balancing and (FTS)
horizontal sharing
On-Off Attack Alternating M = 0 and | Evades static detection Temporal Decay
(Oscillating) M>1 thresholds Function

3.3 Requirements for the Trust Mechanism

To effectively secure the broker layer without degrading the inherent efficiency of the NCA DCS, the proposed
trust mechanism must satisfy stringent operational constraints. First, it must exhibit high probabilistic resilience,
maintaining near-optimal task success rates even under severe fault injection. Second, the mechanism requires strictly
bounded communication overhead, necessitating an epidemic dissemination protocol rather than computationally heavy
global consensus. Third, the system must actively resist localized collusion, where groups of malicious brokers artificially
inflate peer reputations through coordinated misinformation. This necessitates a robust mechanism for weighing the
reliability of incoming gossip reports based on the historical performance of the reporting node, thereby neutralizing the
impact of colluding clusters. Finally, the trust states derived from the dissemination protocol must be actionable within the
scheduling cycle, requiring a seamless integration between the trust overlay and the task allocation logic to ensure that
routing decisions are informed by real-time reputation data without introducing significant latency.

3.4 Research Scope and Assumptions

The scope of this research is strictly confined to the interaction, reputation dissemination, and routing logic within
the broker layer (B) of the NCA. It is assumed that the physical resource layer (R) executes tasks deterministically once
properly assigned; thus, the computational verification of the resource nodes themselves falls outside the scope of this study.
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Furthermore, the system assumes the presence of a foundational Public Key Infrastructure to guarantee the non-repudiation
of gossip messages, thereby preventing arbitrary identity spoofing during peer-to-peer exchanges. It is further assumed that
the underlying network transport layer provides reliable, albeit asynchronous, message delivery, meaning that while
messages may be delayed, they are not systematically corrupted in transit without detection via standard checksums. While
Sybil attacks remain a theoretical threat in permissionless decentralized systems, this research assumes a static or
permissioned broker identity pool where the creation of infinite fictitious identities is administratively bounded. The
primary focus remains on evaluating the convergence speed, communication overhead, and routing reliability of the
push-pull gossip trust overlay under varying concentrations of Byzantine broker behaviors.

4. Proposed Trust and Reputation Model

4.1 Reputation Metric Definitions

To accurately capture the multi-dimensional nature of broker performance within a decentralized distributed
computer system, the proposed methodology defines a comprehensive composite reputation vector. This vector evaluates
strict task-centric parameters rather than relying on abstract node availability. Let the active broker pool be defined as a set
of autonomous nodes interacting within the horizontal control plane. The first required metric, Task Success Rate (TSR),
measures the binary reliability of a broker in executing assigned computational workloads. Let S (bi) denote the total

number of successfully completed tasks by broker bi, and F (bi) denote the number of dropped, falsified, or failed tasks. The
TSR(b )= S(t) #(4
( i) - S(bij+FIbii (4)

While binary success is critical, it does not account for temporal efficiency. Thus, the second metric, Task Delay
Factor (TDF), normalizes performance degradation relative to promised execution deadlines. If t, represent the

TSR is mathematically defined as:

xpected
optimal execution time based on advertised resource availability, and t eeuar TEPTESENLS the observed completion time, the

TDF penalizes brokers that artificially delay execution to conserve local resources. The TDF is calculated as:

tactual_texpected
TDF(b,) = max(0,1 — E—— #(5)

The third foundational metric, Fault Tolerance Score (FTS), evaluates a broker’s collaborative behavior during
horizontal resource sharing. In NCAs, brokers must dynamically redirect tasks when local physical resources are saturated.

The FTS quantifies the willingness of a broker to accept these redirected workloads from overloaded peers. Let A(bi)

represent the number of redirected tasks accepted by the broker, and R(bi) represent the total number of redirection requests

received. The FTS is expressed as: o)
Alb,
FTS(bi) = ] #©)
A critical vulnerability in decentralized reputation systems is reputation hoarding, wherein a node behaves honestly
over an extended period to accumulate a high trust score, only to subsequently exploit this accumulated trust to launch a
sudden Byzantine attack. To neutralize this vulnerability, an exponential temporal decay function is applied to all historical
trust data. This function systematically depreciates older performance metrics to prioritize recent interactions. For any raw
metric observation M aw recorded by the system, the aged metric is continuously updated as:

Maged(bi) = Mraw(bi) . e_}\At#(7)

where A represents the decay coefficient empirically tuned to the system’s task turnover rate, and At represents the
elapsed time since the specific interaction occurred. This mathematical formulation ensures the system remains highly
sensitive to oscillating malicious behaviors, rapidly degrading the trust score of any broker that transitions from honest to
malicious operation. For example, an adversary executing an on-off attack might behave honestly for 100 transactions to
build a high tsr, then drop 10 critical tasks. Without temporal decay, the historical volume of successful tasks would mask
the recent failures. The exponential decay function, however, heavily discounts the older successful interactions, causing the
recent failures to dominate the aged metric calculation and immediately triggering a reputation downgrade.

4.2 Composite Reputation Score and Update Rule

Individual performance metrics must be aggregated to provide a singular, actionable trust state for the routing logic.
The final composite reputation score, Rep bl, , i1s formulated as a weighted convex combination of the temporally aged

metrics:
Rep(bl) = TSRaged(bi) + B ' TDFaged(bi) Tty FTSaged(bi)#(g)
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The weighting parameters are constrained by the condition a + B + y = 1. These parameters provide
administrative flexibility and can be dynamically tuned depending on the specific workload characteristics of the distributed
computer system. For instance, in mission-critical environments where absolute reliability is prioritized over execution
speed, the system might allocate a significantly higher weight to o compared to f.

Because reputation data is inherently distributed, brokers must rely on peer reporting to evaluate nodes with which
they have no direct interaction history. When conflicting reputation reports are received via the network overlay, a
credibility-weighted trust reconciliation rule is applied to update the local trust table. If a local broker j receives a reputation
report regarding a subject broker x from a reporting peer i, the local trust table is updated using an exponential moving
average that incorporates the reporter’s direct trust score as a weighting factor:

(t+1) ®
T =l + (- a)(DTj‘i : Ri‘x)#(9)

X

where T}(; is the current trust value, « is the historical retention weight, DTji represents broker j’s direct trust in the
reporting broker i, and Rl_x is the gossiped reputation value. This specific reconciliation rule mathematically minimizes the

impact of reports originating from nodes with low historical credibility. By weighting incoming gossip against the reporter’s
own reputation, the system effectively mitigates false-reporting and localized collusion attacks, ensuring that malicious
clusters cannot artificially inflate the reputation of a compromised peer.

4.3 Gossip-Based Reputation Dissemination Protocol

To propagate localized trust observations across the entirely decentralized broker network without relying on a
centralized certificate authority, a push-pull epidemic gossip protocol is implemented [19][18] (see Table 2 for reference). In
unstructured peer-to-peer environments, epidemic algorithms provide highly resilient state dissemination, maintaining
robust communication even under severe network partitioning or targeted node failures [23].

The protocol operates on a continuous, asynchronous cycle. Every ATgossip seconds, every active broker bi

randomly selects f peers from its localized membership list. The fanout parameter, f, is typically defined as log(N) for a
network consisting of N total nodes, optimizing the balance between communication overhead and propagation speed.
During the push phase of the cycle, the initiating broker transmits its most recent trust observations to the selected peers.
During the pull phase, it requests the corresponding updates from those same peers.

As established in epidemic algorithmic theory, this push-pull mechanism ensures that any localized state change -
such as the sudden detection of a Byzantine failure - propagates to all functioning brokers in O(logN) communication
rounds. Furthermore, to resolve stale reputation entries that may be silently dropped due to transient packet loss, the
protocol incorporates a periodic anti-entropy mechanism. This mechanism involves the exchange of cryptographic hash
trees representing the entire local reputation table; if a mismatch is detected, the brokers execute a targeted synchronization
to reconcile the divergent trust states. The anti-entropy synchronization utilizes Merkle trees to efficiently identify
discrepancies between local reputation tables, minimizing the bandwidth required to reconcile divergent states. When a
mismatch is detected at the root hash, the brokers traverse the tree to isolate the specific reputation entries that differ,
exchanging only the necessary delta payloads rather than the entire state table. This ensures that the global state remains
eventually consistent despite the chaotic nature of the underlying network.

Table 2
Cryptographic payload structure of the push-pull gossip message.
Field Name Data Type Cryptographic Purpose
Protection
Sender ID String / UUID Public Key Certificate | Identifies the reporting
broker
Target ID String / UUID None Identifies the broker
being evaluated
Composite Reputation Float Digital Signature Gossiped trust score (
R )
i,x
Timestamp Integer Digital Signature Prevents replay attacks
and enables temporal
decay
Hash Tree Root String (Hash) Digital Signature Anti-entropy state
synchronization

4.4 Trust-Aware Broker Selection Algorithm

The standard NCA scheduler logic operates predominantly on load-balancing principles, aiming to distribute tasks
based on available physical resources. The proposed algorithm modifies this paradigm to inject the trust overlay directly
into the routing phase, transforming trust from a passive metric into an active control mechanism.
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The algorithm introduces a stringent filter phase prior to any load-balancing computation. For an incoming task
batch, the scheduler first retrieves the complete list of available brokers. A global trust threshold, 0, is defined based on the
acceptable risk tolerance of the system. The selection logic evaluates the composite reputation Rep(bi) of each available

broker against this threshold (Fig. 2).

Any broker whose composite reputation falls strictly below 0 is explicitly excluded from the candidate routing
tables. This operational exclusion acts as a zero-latency pre-selection filter. By filtering untrustworthy nodes before the
execution of the primary scheduling algorithm, the system completely avoids the immense computational overhead
associated with continuous global ranking or complex trust-based optimization matrices. From a computational complexity
perspective, this pre-selection filter operates in O(1) time per candidate broker, as it relies entirely on a localized,
pre-computed hash table lookup. This is a profound improvement over traditional global trust models that require

O(NlogN) sorting or O(N 2) matrix multiplications during the critical scheduling path. The filtered subset of highly trusted
brokers is then subjected to the standard load-balancing allocation. Brokers that fall below the threshold remain isolated
from critical workloads until their reputation recovers incrementally through the successful execution of isolated,
low-priority test tasks.

Incoming Task Batch

b 4

Retrieve Available Brokers

Compaosite Reputation >=

Threshold?
7 5.9
b 8
// \\
i s
/ i
# \
i X,
Yes MNo

{ \

Y ¥
Candidate Routing Table Isolate Broker

Y Y
Standard Load-Balancing Assign Low-Priority Test

Allocation Tasks

Y

Dispatch Task to Resource
Layer

Fig. 2. Flowchart illustrating the trust-aware broker selection algorithm and routing phases.

4.5 Integration with NCA Resource Control Architecture

The architectural foundation of this research is strictly based on the NCA distributed computer system control
mechanism established by [7]. In the original architecture, resource control is distributed horizontally among autonomous
brokers, which significantly eliminates single points of failure and enhances scalability. However, the base model operates
under the assumption of universal broker cooperation, leaving the control plane vulnerable to selfish resource hoarding and
Byzantine falsification.
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The proposed trust model integrates seamlessly into this existing interaction layer. By embedding the push-pull
gossip trust overlay directly into the broker-to-broker communication channels defined in the base architecture, the system
successfully bridges decentralized resource control with decentralized security. The integration does not alter the underlying
physical resource execution layer; the computational nodes continue to process tasks deterministically. Instead, the trust
mechanism augments the horizontal control plane. This architectural synthesis allows the network to autonomously detect
and isolate faulty brokers without requiring a centralized monitoring entity, thereby preserving the fundamental
decentralized ethos of the NCA approach while drastically improving its fault tolerance [6].

5. Experimental Analysis and Discussion

5.1 Experimental Setup

The empirical evaluation of the proposed mechanism was conducted across two complementary environments to
ensure both controlled reproducibility and physical validity. The primary controlled experiments were executed on a
dedicated local testbed cluster consisting of five physical machines interconnected via a 1 Gbps Ethernet switch. The cluster
comprised one coordinator node (Intel Core i7-10700, 16 GB RAM, running Ubuntu 22.04 LTS) and four worker nodes
(Intel Core 15-10400, 8 GB RAM each, running Ubuntu 22.04 LTS). Each worker node hosted multiple containerized broker
instances implemented as isolated Docker containers, with resource limits strictly enforced using Linux cgroups to simulate
heterogeneous computational capacities ranging from 1,000 to 5,000 MIPS. Network latency between broker containers was
artificially bounded between 10ms and 50ms using the Linux Traffic Control (tc) utility with the netem discipline, enabling
precise, reproducible simulation of wide-area network conditions within the local cluster environment.

The broker software was implemented in Java 17, with the gossip protocol module running as an independent
daemon thread on each container. Task dispatching, fault injection, and reputation table management were all implemented
as configurable modules within this broker software.

Docker Container — Broker Instance

Gossip Daemon Thread Reputation Manager
Push-pull cycle every Composite score formula
AT_gossip Temporal decay -

Updates Reputation Table Reconciliation

. .

Reputation Table
Incoming Task © Hash map: broker_id —
from Scheduler Rep score
0(1) lookup

l

Pre-5election Filter

Rep(bi) = 67
Rep 2 a/ \ Rep <©
Trusted Untrusted
Load Balancer Broker Isolated
argmin Load Assign low-priority
among trusted candidates test task only

l

Fault Injection Module
Mode: drop / delay / spoof
(Byzantine testing only)

|

‘ Dispatch to

Resource Layer

Fig. 3. Internal architecture of a single containerized broker instance

80



ISSN 2412-4338  Telecommunications and information technologies. 2026. Ne 3 (92)

To extend scalability testing beyond the physical cluster limits, a supplementary discrete-event simulation
environment was constructed using the CloudSim 3.0 toolkit, parameterized identically to the physical testbed. Results from
both environments were cross-validated; where numerical discrepancies between physical and simulated results exceeded
3%, the physical testbed measurements were treated as authoritative.

Each Docker container runs four concurrent modules (Fig. 3): a gossip daemon thread responsible for push-pull
reputation dissemination, a reputation manager applying the composite score formula and temporal decay, a pre-selection
filter enforcing the trust threshold 0, and a configurable fault injection module used during Byzantine scenario testing. The
reputation table is maintained as an in-memory hash map accessible in O(1) time.

The experimental workload consisted of Directed Acyclic Graph (DAG) task structures, representing complex
distributed applications. The simulation parameters were strictly defined to ensure reproducible stress-testing of the
scheduling logic. Task batch sizes were varied across 50, 150, 300, and 600 tasks. Each task comprised between 2 and 6
levels of dependencies, with 1 to 4 subtasks per level. The computational complexity of individual subtasks ranged from
30,000 to 250,000 Millions of Instructions (MI). To evaluate the temporal efficiency of the system, a strict maximum
deadline was generated for each task, mathematically defined as:

_ Ctask
T =1 5><( T )#(10)

where Cmsk represents the aggregate computational complexity of the task, and MIPSavg denotes the average

processing capacity of the available compute nodes.

To rigorously test the resilience of the trust layer, Byzantine fault injection was introduced at the broker level. The
simulation artificially designated specific proportions of the broker population as malicious, testing fault injection rates of
0%, 10%, 20%, and 30%. Malicious brokers were programmed to exhibit Byzantine behaviors, specifically dropping
assigned tasks, intentionally delaying responses to trigger timeouts, and spoofing resource availability. The gossip protocol
parameters were systematically varied to observe communication trade-offs: the gossip fanout factor was tested at
f€{2, 4, 8}, the reputation isolation threshold was evaluated at 6€{0. 4, 0. 6, 0. 8}, and the exponential temporal decay rate A
was fixed at 0.05 per time quantum. To ensure statistical significance, every experimental scenario was executed 10 times
utilizing distinct pseudo-random seeds, and the presented results reflect the arithmetic mean of these iterations.

5.2 Reputation Convergence Analysis

A primary requirement for dynamic scheduling in distributed computer systems is the rapid identification of node
failure or malicious behavior. The fundamental premise of the integrated gossip protocol is its logarithmic convergence,
which allows the network to reach a consensus state without centralized coordination [19][18]. The experiments measured
the exact number of discrete gossip rounds required for all non-malicious brokers to reach a consensus estimate regarding a
newly injected faulty peer.

Logarithmic Convergence of Gossip Rounds

—e— Fanout (f=2)
6  —e— ranout (f=4)

Fanout (f=8)

Average Gossip Rounds to Convergence

12 2% 36 48
Network Size (N)
Fig. 4. Line graph showing logarithmic convergence of gossip rounds across different network sizes and fanout
values.
The results demonstrated highly efficient state dissemination. For a standard local cluster of N = 12 brokers, a
fanout of f = 2 required an average of 3.8 rounds to achieve full convergence, whereas f = 4 reduced this to 2.1 rounds.
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To test scalability, the network was expanded to N = 48 brokers. In this scaled environment, f = 2 required 6.1 rounds,
and f = 8 required 2.8 rounds.
As illustrated in Fig. 4, the empirical data perfectly traces the O(logN) mathematical bound associated with
epidemic algorithms.
The empirical data indicates that the network can identify and isolate a faulty broker in under 4 time quantums
(using f = 2 for N = 12). This rapid convergence mitigates the prolonged routing errors typically associated with
decentralized architectures, ensuring that the scheduling layer operates on synchronized trust states that reflect the real-time
status of the broker population.
5.3 Task Completion Rate Under Fault Injection
The ultimate metric of efficacy in any distributed computer system is the percentage of tasks successfully
completed within the defined deadline. An analysis was conducted comparing the baseline NCA (without a trust layer,
mirroring the original specification by [7]) against the proposed Gossip-Trust NCA. The evaluation utilized a batch size of
300 tasks and a reputation threshold of 6 = 0. 6.
The Task Completion Rate is mathematically defined as:
T
50)

TCR = +=o—x100%#(11)

where T is the set of all submitted tasks, and G(Ti) is a binary function returning 1 if task Ti completes within Tmax,
and 0 otherwise.

As detailed in Table 3, the baseline NCA degrades linearly as the fault rate climbs. The statistical variance across
the 10 simulation runs was minimal, with a standard deviation of 0 = 1.2% for the Gossip-Trust NCA at the 20% fault
rate, indicating highly stable and predictable routing behavior regardless of the specific random distribution of malicious

nodes.

Table 3.
Comparison of task completion rates under varying fault injection percentages
Fault Rate NCA (No Trust) Gossip-Trust NCA
0% 99.8% 99.5%
10% 84.5% 96.1%
20% 69.8% 93.2%
30% 55.0% 89.4%

At a 0% fault rate, the trust mechanism introduces a negligible 0.3% overhead penalty, demonstrating that the
algorithmic integration does not impede normal operations. However, at a 20% fault injection rate, the baseline NCA drops
to a 69.8% completion rate, meaning roughly 30% of all computational tasks fail due to misrouting to malicious brokers.
Conversely, the Gossip-Trust mechanism successfully identifies and routes around the malicious nodes, maintaining an
exceptional 93.2% completion rate. This resilience is directly attributable to the integration of gossip-derived trust states as
a pre-selection filter for DCS schedulers, as described in Section 4.4. Because the schedulers consult the locally maintained,
continuously updated reputation table before dispatching tasks, malicious brokers are algorithmically bypassed without
requiring real-time, high-latency verification checks during the scheduling cycle itself. A deeper granular analysis of the
failed tasks under the baseline NCA reveals a disproportionate impact on high-complexity, critical-path subtasks within the
DAG workloads. Because Byzantine brokers actively spoofed high resource availability (commission faults), the baseline
load-balancing logic preferentially routed the most computationally intensive tasks to these compromised nodes.
Consequently, the failure of a single high-complexity root task often triggered a cascading failure across dozens of
dependent child tasks, artificially amplifying the destructive impact of the 20% malicious node population. In stark contrast,
the Gossip-Trust mechanism demonstrated exceptional efficacy in protecting these critical-path workloads. By dynamically
isolating brokers that exhibited even minor discrepancies in their Task Delay Factor (TDF), the trust overlay ensured that
high-complexity tasks were exclusively routed to nodes with proven, long-term historical reliability. The empirical data
showed that under the Gossip-Trust framework, the failure rate for root-level DAG tasks dropped to near zero, with the
remaining 6.8% of task failures almost entirely confined to isolated, low-priority leaf tasks that were easily re-queued and
executed without stalling the broader application makespan. This granular protection underscores the profound operational
advantage of integrating trust metrics directly into the pre-selection phase of the scheduling logic.

5.4 Resource Utilization Impact

A theoretical risk of implementing strict reputation thresholds is the potential for over-penalization, which can lead
to severe resource underutilization if honest nodes are falsely isolated. To evaluate this, the average utilization of underlying
computing nodes was measured at 0% and 20% fault rates [24 -26].

At a 0% fault rate, resource utilization across all broker categories is highly balanced, averaging 78% across the
network. This indicates that the trust mechanism does not artificially skew load balancing when all nodes are behaving
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honestly. However, at a 20% fault rate without the trust mechanism, overall network utilization drops to 61%. This drop
occurs because tasks assigned to faulty brokers vanish or timeout, leaving the computational resources behind those brokers
completely idle while the system waits for timeout triggers.

When the Gossip-Trust mechanism is activated under the 20% fault rate, a stark traffic redirection occurs. The
utilization of computing nodes connected to honest brokers spikes to 89%, while the utilization of nodes behind faulty
brokers drops to 0%. The trust layer effectively achieves intelligent traffic redirection, dynamically saturating the reliable
pathways and starving the malicious nodes of tasks. This ensures that the physical hardware of the distributed computer
system is utilized to its maximum potential despite the presence of compromised control nodes.

5.5 Gossip Communication Overhead

While epidemic protocols offer exceptional resilience, they are notoriously "chatty" and can consume significant
network bandwidth [12]. The communication overhead was quantified by measuring the additional network messages
generated per scheduled task under varying fanout configurations.

The Communication Overhead Ratio is defined as:

M
COR = ———#(12)

scheduling

where Mgossip represents the total volume of gossip messages and M ; represents the baseline task dispatch

schedulin,
messages. The empirical results showed that a fanout of f = 2 generated 1.8 extra messages per task. Increasing the fanout
to f = 4 resulted in 3.5 extra messages per task, and f = 8 generated 7.2 extra messages per task.

A fanout of f = 2 provides the optimal trade-off point for this architecture. It generates minimal network
congestion (fewer than 2 extra messages per task) while still achieving the sub-4-round convergence demonstrated in
Section 6.2. Utilizing f = 8 creates unnecessary message flooding with rapidly diminishing returns on convergence speed,
potentially interfering with the payload data streams of the actual computational tasks.

5.6 Average Waiting Time and Makespan

To assess the impact of the trust layer on overall execution speed, the Makespan was plotted for task batches of
varying sizes. Makespan represents the total wall-clock time required to execute an entire batch of tasks and is formally
defined as:

M = max. (Ci) - mmier(Si)#(B)

ier

where C : is the completion time of task i, and S : is the start time of task i.

At a 0% fault rate, the Makespan is statistically identical between the baseline NCA and the Gossip-Trust NCA
across all batch sizes. This confirms that the O(1) local reputation lookup completely avoids the latency penalties typically
associated with centralized trust authorities [5].

At a 20% fault rate for a 600-task batch, the baseline system requires an average of 4,200 time units to complete the
workload. This extended duration is heavily inflated by the timeout and retry delays associated with dropped tasks. In
contrast, the Gossip-Trust system completes the identical batch in 3,150 time units. By proactively avoiding bad nodes, the
trust system drastically reduces the expensive timeouts associated with task failures and excessive delays, thereby
accelerating overarching system throughput. The reduction in makespan is particularly pronounced in workloads
characterized by deep dependency chains, where a single dropped task can stall the execution of numerous downstream
subtasks. By ensuring that critical path tasks are routed exclusively to highly reliable brokers, the trust mechanism prevents
cascading delays that would otherwise paralyze the entire distributed application.

6. Conclusions and Future Work

This research successfully bridges a critical gap in decentralized computing by integrating a gossip-based
reputation dissemination protocol into the broker interaction layer of NCA distributed computer systems. By eliminating
reliance on centralized authorities, the architecture autonomously detects, isolates, and circumvents faulty or Byzantine
brokers. Through multi-dimensional trust metrics and credibility-weighted reconciliation, the system effectively neutralizes
localized collusion and false-reporting attacks, transforming the previously vulnerable horizontal control plane into a
self-securing, Byzantine fault-tolerant network.

Empirical evaluations confirm that the proposed trust layer sustains greater than 93% task completion rates under
20% fault injection, while O(log N) convergence ensures rapid adaptation to sudden broker failures. The zero-latency local
reputation lookups eliminate expensive timeouts, reducing the makespan of large task batches by approximately 25% under
heavy fault injection, with fewer than two additional gossip messages generated per scheduled task.

Despite this efficacy, two key limitations remain. First, massive network partitions could fragment the gossip graph
into isolated reputation silos. Second, newly commissioned brokers face a cold-start challenge, potentially limiting their
initial task allocations. Future work will address these constraints through lightweight federated machine learning for
predictive collusion detection, cross-domain trust federation via zero-knowledge proofs, and adaptive initialization protocols
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for new broker entrants. Real-world testbed evaluations across diverse cloud availability zones will further validate the
mechanism under genuine WAN latency and packet loss conditions.
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